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RED HAT LINUX

Red Hat Security: Linux in
Physical, Virtual and Cloud
Classroom (RH415)

BONUS! Cyber Phoenix Subscription Included: All Phoenix TS students receive complimentary
ninety (90) day access to the Cyber Phoenix learning platform, which hosts hundreds of expert
asynchronous training courses in Cybersecurity, IT, Soft Skills, and Management and more!

Course Overview

This 4 day, instructor led Red Hat Security: Linux in Physical, Virtual, and Cloud (RH415) is designed for
security administrators and system administrators who need to manage the secure operation of servers
running Red Hat® Enterprise Linux®, whether deployed on physical hardware, as virtual machines, or as
cloud instances. This course is based on Red Hat Enterprise Linux 7.5, Red Hat Satellite 6.3, Red Hat
Ansible® Engine 2.5, Red Hat Ansible Tower 3.2, and Red Hat Insights.

Schedule

Currently, there are no public classes scheduled. Please contact a Phoenix TS Training Consultant to
discuss hosting a private class at 301-258-8200.

Course Objectives

This course will teach participants how to:

e Manage compliance with OpenSCAP.

¢ Enable SELinux on a server from a disabled state, perform basic analysis of the system policy, and
mitigate risk with advanced SELinux techniques.

¢ Proactively identify and resolve issues with Red Hat Insights.

¢ Monitor activity and changes on a server with Linux Audit and AIDE.

e Protect data from compromise with USBGuard and storage encryption.

e Manage authentication controls with PAM.
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e Manually apply provided Ansible Playbooks to automate mitigation of security and compliance
issues.

e Scale OpenSCAP and Red Hat Insights management with Red Hat Satellite and Red Hat Ansible
Tower.
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Program Level

Advanced

Training Delivery Methods

Group Live

Duration

5 Days / 32 hours Training

CPE credits

26 NASBA CPE Credits

Field of Study

Information Technology

Advanced Prep

N/A

Course Registration

Candidates can choose to register for the course by via any of the below methods:

e Email: Sales@phoenixts.wpenginepowered.com
e Phone: 301-582-8200

e Website: www.phoenixts.wpenginepowered.com

Upon registration completion candidates are sent an automated course registration email that includes
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attachments with specific information on the class and location as well as pre-course study and test
preparation material approved by the course vendor. The text of the email contains a registration
confirmation as well as the location, date, time and contact person of the class.
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Online enrolment closes three days before course start date.

On the first day of class, candidates are provided with instructions to register with the exam provider
before the exam date.

Complaint Resolution Policy

To view our complete Complaint Resolution Policy policy please click here: Complaint Resolution Policy

Refunds and Cancellations

To view our complete Refund and Cancellation policy please click here: Refund and Cancellation Policy

Course Outline

e Manage security and risk

o Automate configuration and Remediation with Ansible
¢ Protect data with LUKS and NBDE

e Restrict USB device access

e Control authentication with PAM

e Record system events with audit

e Monitor file system changes

e Mitigate risk with SELinux

e manage compliance with OpenSCAP

¢ Analyze and remediate issues with Red Hat Insughts
e Perform a comprehensive review

FAQs for RH415 Training

Who should take this training?

System administrators, IT security administrators, IT security engineers, and other professionals
responsible for designing, implementing, maintaining, and managing the security of Red Hat Enterprise
Linux systems and ensuring their compliance with the organization’s security policies.
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What is the recommended experience for this training?
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e Be a Red Hat Certified Engineer (RHCE®), or demonstrate equivalent Red Hat Enterprise Linux
knowledge and experience

BONUS! Cyber Phoenix Subscription Included: All Phoenix TS students receive complimentary
ninety (90) day access to the Cyber Phoenix learning platform, which hosts hundreds of expert
asynchronous training courses in Cybersecurity, IT, Soft Skills, and Management and more!

Phoenix TS is registered with the National Association of State Boards of Accountancy
(NASBA) as a sponsor of continuing professional education on the National Registry of
CPE Sponsors. State boards of accountancy have final authority on the acceptance of
individual courses for CPE credit. Complaints re-garding registered sponsors may be
submitted to the National Registry of CPE Sponsors through its web site:

www.nhasbaregistry.org

Starting at $4, 700

Price Match Guarantee

We’'ll match any competitor’s price quote. Call 301-258-8200 Option 4.
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