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EC-COUNCIL

CPENT (Certified
Penetration Testing
Professional)

BONUS! Cyber Phoenix Subscription Included: All Phoenix TS students receive complimentary
ninety (90) day access to the Cyber Phoenix learning platform, which hosts hundreds of expert
asynchronous training courses in Cybersecurity, IT, Soft Skills, and Management and more!

Course Overview

Our 5-day, instructor-led CPENT (Certified Penetration Testing Professional) training and certification boot
camp in Washington, DC Metro, Tysons Corner, VA, Columbia, MD or Live Online is geared toward IT
security professionals looking to executive penetration tests and gain hands on experience with labs that
incorporate a live practice cyber range.

The CPENT is the next step after earning the Certified Ethical Hacker Certification. The CPENT is a pen test
course that builds upon the knowledge of a CEH professional by further exploring the CEH modules and
applying these subject areas to existing pen test methodologies.

It covers:

Advanced Windows Attacks

Attacking loT Systems

Writing Exploits: Advanced Binary Exploitation
e Bypassing a Filtered Network
Pentesting Operational Technology (OT)
Access Hidden Networks with Pivoting
Double Pivoting

Privilege Escalation

Evading Defense Mechanisms

Attack Automation with Scripts

e Weaponize Your Exploits

Write Professional Reports
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Schedule

Currently, there are no public classes scheduled. Please contact a Phoenix TS Training Consultant to
discuss hosting a private class at 301-258-8200.

Program Level

Advanced

Training Delivery Methods

Group Live

Duration

5 Days / 40 hours Training

CPE credits

33 NASBA CPE Credits
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Information Technology

Advanced Prep

N/A

Course Registration

Candidates can choose to register for the course by via any of the below methods:

e Email: Sales@phoenixts.wpenginepowered.com
e Phone: 301-582-8200

o Website: www.phoenixts.wpenginepowered.com

Upon registration completion candidates are sent an automated course registration email that includes
attachments with specific information on the class and location as well as pre-course study and test
preparation material approved by the course vendor. The text of the email contains a registration
confirmation as well as the location, date, time and contact person of the class. Online enrolment closes
three days before course start date. On the first day of class, candidates are provided with instructions to
register with the exam provider before the exam date.

Complaint Resolution Policy

To view our complete Complaint Resolution Policy policy please click here: Complaint Resolution Policy

Refunds and Cancellations

To view our complete Refund and Cancellation policy please click here: Refund and Cancellation Policy

Course Outline

Introduction to Penetration Testing
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Penetration Testing Scoping and Engagement

Open Source Intelligence (OSINT)

Social Engineering Penetration Testing

Network Penetration Testing - External

Network Penetration Testing- Internal

Network Penetration Testing - Perimeter Devices
Web Application Penetration Testing

Wireless Penetration Testing

loT Penetration Testing
OT/SCADA Penetration Testing
Cloud Penetration Testing
Binary Analysis and Exploitation

Report Writing and Post Testing Actions
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Exam Information

CPENT Certification Exam Details

Number of Questions: performance based Test Duration: 24 hours (two 12 hour sessions, 1 PenTest report
submission due within 7 days of session 2) Test Format: performance based Candidates can choose to take
two 12 - hour sessions or one 24 - hour session. Test Delivery: ECC EXAMPassing Score: 70% Candidates
who score 70% or more will earn the CPENT certification. Those who score 90% or more will earn the LPT
Master credential.

BONUS! Cyber Phoenix Subscription Included: All Phoenix TS students receive complimentary
ninety (90) day access to the Cyber Phoenix learning platform, which hosts hundreds of expert
asynchronous training courses in Cybersecurity, IT, Soft Skills, and Management and more!

Phoenix TS is registered with the National Association of State Boards of Accountancy
(NASBA) as a sponsor of continuing professional education on the National Registry of
CPE Sponsors. State boards of accountancy have final authority on the acceptance of
individual courses for CPE credit. Complaints re-garding registered sponsors may be
submitted to the National Registry of CPE Sponsors through its web site:
www.hasbaregistry.org

Starting at

ATTENTION

For GSA pricing or Contractor quotes call
301-258-8200 - Option 4
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Price Match Guarantee

We'll match any competitor’s price quote. Call 301-258-8200 Option 4.

o days instructor-led training with a CPENT Certified Instructor
o CPENT iLabs access (optional add-on)
o Official EC-Council CPENT courseware
o Pre and post assessments
o CPENT exam voucher
o CPENT testing on the last day of class
o Onsite exam scheduling and testing center
o Certificate of completion for up to 40 CEUs/CPEs to be used toward renewing relevant
certifications
EC-Council Training Center of the Year
EC-Council Authorized Training Course
CPENT course retake guarantee

o Notepad, pen and highlighter**

o Variety of bagels, fruits, doughnuts and cereal available at the start of class*
o Tea, coffee and soda available throughout the day*
o Freshly baked cookies every afternoon*
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