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Validate your technical skills and
grow your career.

This certification demonstrates that the recipient has knowledge of cloud concepts, Azure services,
workloads, security, privacy, pricing and support.

It also demonstrates familiarity with general technology concepts, including networking, storage,
application support and application development.

Why Take The Microsoft Certified: Azure Fundamentals AZ-900 Exam?

The need for cloud computing is going to increase in the near future and passing the exam will help
you secure an excellent position in the industry.

Increase Your Salary:

e The average salary for someone who holds a Microsoft Certified: Azure Fundamentals
certification is around $110,000

Prepare For What’s Next:

¢ Having an Azure Fundamentals certification is a great way to prepare for other Azure role-
based or specialty certifications.

Abilities Validated By The Certification:

Describe cloud concepts

Describe core Azure services

Describe security, privacy, compliance, and trust

Describe Azure pricing Service Level Agreements, and Lifecycles
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Recommended Knowledge & Experience:
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e General IT knowledge or any general experience working in an IT environment

e General (sales level) experience on corresponding Microsoft on-premises products,
such as Exchange Server, SharePoint, Office Professional, AD RMS and others

e Experience addressing business/legal/security requirements for IT

Exam Topics & Scoring:

Microsoft Certified Azure Fundamentals AZ-900 Exam
DESCRIBE CLOUD CONCEPTS (15-20%)

Describe the benefits and considerations of using cloud services

e describe terms such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

e describe the principles of economies of scale

e describe the differences between Capital Expenditure (CapEx) and Operational Expenditure (OpEx)

e describe the consumption-based model

Describe the differences between Infrastructure-as-a-Service (laaS), Platform-as-a- Service
(PaaS) and Software-as-a-Service (SaaS)

e describe Infrastructure-as-a-Service (laaS)

e describe Platform-as-a-Service (Paa$S)

e describe Software-as-a-Service (Saa$S)

e compare and contrast the three different service types

Describe the differences between Public, Private and Hybrid cloud models

e describe Public cloud

e describe Private cloud

e describe Hybrid cloud

e compare and contrast the three different cloud model

DESCRIBE CORE AZURE SERVICES (30-35%)

Describe the core Azure architectural components

¢ describe Regions
e describe Availability Zones
e describe Resource Groups
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e describe Azure Resource Manager
e describe the benefits and usage of core Azure architectural components
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Describe some of the solutions available on Azure

e describe Internet of Things (IoT) and products that are available for 0T on Azure such as loT Hub
and loT Central

e describe Big Data and Analytics and products that are available for Big Data and Analytics such as
Azure Synapse Analytics, HDInsight, and Azure Databricks

o describe Artificial Intelligence (Al) and products that are available for Al such as Azure Machine
Learning Service and Studio

e describe Serverless computing and Azure products that are available for serverless computing such
as Azure Functions, Logic Apps, and Event Grid

e describe DevOps solutions available on Azure such as Azure DevOps and Azure DevTest Labs

e describe the benefits and outcomes of using Azure solutions

Describe Azure management tools

e describe Azure tools such as Azure Portal, Azure PowerShell, Azure CLI and Cloud Shell
e describe Azure Advisor

DESCRIBE SECURITY, PRIVACY, COMPLIANCE, AND TRUST (25-30%)

Describe securing network connectivity in Azure

e describe Network Security Groups (NSG)

e describe Application Security Groups (ASG)

e describe User Defined Rules (UDR)

e describe Azure Firewall

e describe Azure DDoS Protection

¢ choose an appropriate Azure security solution

Describe core Azure Identity services

e describe the difference between authentication and authorization
e describe Azure Active Directory
e describe Azure Multi-Factor Authentication

Describe security tools and features of Azure

e describe Azure Security Center

o describe Azure Security Center usage scenarios
e describe Key Vault

e describe Azure Information Protection (AIP)

e describe Azure Advanced Threat Protection (ATP)
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Describe Azure governance methodologies
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e describe policies and initiatives with Azure Policy
e describe Role-Based Access Control (RBAC)

e describe Locks

e describe Azure Advisor security assistance

e describe Azure Blueprints

Describe monitoring and reporting options in Azure

e describe Azure Monitor
e describe Azure Service Health
e describe the use cases and benefits of Azure Monitor and Azure Service Health

Describe privacy, compliance and data protection standards in Azure

e describe industry compliance terms such as GDPR, ISO and NIST
o describe the Microsoft Privacy Statement

e describe the Trust center

e describe the Service Trust Portal

e describe Compliance Manager

e determine if Azure is compliant for a business need

e describe Azure Government cloud services

e describe Azure China cloud services

DESCRIBE AZURE PRICING, SERVICE LEVEL AGREEMENTS, AND LIFECYCLES (20- 25%)

Describe Azure subscriptions

e describe an Azure Subscription
e describe the uses and options with Azure subscriptions such access control and offer types
e describe subscription management using Management groups

Describe planning and management of costs

¢ describe options for purchasing Azure products and services

e describe options around Azure Free account

e describe the factors affecting costs such as resource types, services, locations, ingress and egress
traffic

e describe Zones for billing purposes

e describe the Pricing calculator

e describe the Total Cost of Ownership (TCO) calculator

e describe best practices for minimizing Azure costs such as performing cost analysis, creating
spending limits and quotas, using tags to identify cost owners, using Azure reservations and
using Azure Advisor recommendations

e describe Azure Cost Management
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Describe Azure Service Level Agreements (SLAs)
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e describe a Service Level Agreement (SLA)
e describe Composite SLAs
e describe how to determine an appropriate SLA for an application

Describe service lifecycle in Azure

¢ describe Public and Private Preview features
e describe the term General Availability (GA)
e describe how to monitor feature updates and product changes

Prepare for your exam:

The best way to prepare is with first-hand experience. Taking advantage of the opportunities that
Phoenix TS provides will assist you with gathering all the knowledge and skills you'll need for
certification.

Phoenix TS Microsoft Certified: Azure Fundamentals -
Learning Pathways

« AZ-900T00: Microsoft Azure Fundamentals

Course Overview Phoenix TS’ one day, Microsoft Azure Fundamentals (AZ-900T00) instructor-led
training and certification boot camp in Washington, DC Metro or Live Online will provide
foundational-level knowledge of cloud services and how those services are provided with Microsoft
Azure. The course can be taken as an optional first step in learning about cloud services and [...]

Click To Read More
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Price Match Guarantee

We'll match any competitor’s price quote. Call 301-258-8200 Option 4.

o Multiple choice, multiple answers

o Testing in person or online proctored exam

o 130 Min to take the test

o $150 test fee

o Available in English, Japanese, Korean, and Simplified Chinese
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